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1. CellSecurdNSTALLATION, REMOVAL and SUBSCRIPTION

1.1 Ingalling CellSecure
CellSecur¢ 2 NJ & 2Y H YIAYy LI GF2N¥a 06KAOK FNB (KS &l
are

1. Symbian Operating System (version 7, version 8, version 9)
2. Windows Mobile Operating System (version 5 and version 6)

You may find thedt of mobile devices and corresponding platforms on the website usaeported
phones

1.1.1 Equipment Required:

1. A mobile device or handset with the platforms listedLit InstallindCellSecure
2. A GPRS connection to download tbellSecur€lient
3. A Mobilinkaccount which will be used to download and activate the Client

1.1.2 InstallingCellSecurelient:

. {a{ awsomg G2

You will receive a reply with a link to a website

Clicking on the ik will bring you to the MobilinkCellSecurevebsite

Proceed with the installation

Your default PIN is 123456. Please enter another 6 digit numerical PIN at the prompt to

change it.

6. ,2dz oAttt 0S FalSR (2 SyiuSNJ I dGo6dzRRe& ydzyoSNE ®
yours. The buddy willdnotified should your phone be stolen, and will be able to help you
unlock your phone should you forget your PIN.

7. An SMS will be sent to the server to authenticate the phone.

8. Your phone i€ellSecured

R wN e
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WEIISecure Mobile =
~ Text message 3 Viobilirk M obilink
157(1) =aabc 0 CellSecure CellSecure
To 50007
| Download CellSecure ] Download CellSecure
for your Nokia N76-1 for your Nokia N76-1
‘Not using a Nokia N76-1? - Not using a Mokia N76-1?
Select Your Phone Solact Wnwe nkinso
About CellSecure Installing %
© 2005-2008 by tenCube j————

H QjCeIISecure 3 g 330 SGP-M1-3GSM-M... . e (A
=N o sa J-JU mMo29/09/2008 0 ¥ b
‘ : | ‘ + v .
Secure Phone : ‘ ‘ Secure Phone
' i — @
Backup Data > Sonnch: Intarnat and My
m - N m Backup Data
Uinlaad madia Activation Successful!
Ubnload Media
dific Ketruation CellSecure activated later
sending Activation... than expected. Enter buddy number
Explore to find out how to Rl
VITTTTTTTT customize your phone l +92

1.2RemovindCellSecure

When the mobile device is no longer required for service, these steps need to be taken.

1. UninstallingCellSecurelient from mobile device
2. Disconnecting Account from mabidevice using your online account

1.2.1 UninstallingCellSecureClient:

Uninstalling the application from the mobile device follows the same procedure as removal of any
other program. However it also requires the input of theligit PIN which was used to set up the
device.

Example using a Nokia N76
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GO to applicatiotocation (in this case Menu>Installations)
Select Options>Remove

Agree to removeCellSecurérom phone

Agree to close the application

Enter the Pin

CellSecursvill be removed

A e o

; &=
. Installer o,

S LlT]

£, Applications 0%

I!IM .@MM

fring Gmail  Mail by Go... fring Gmail  Mail by Go..,
7

7. :

4

Quickoffice Google M.  Taskspy

( ’

3 IR

"cellsecure’ will be

removed from phone,

continue?

WsUninstallApp

WsUninstallApp

w ooy

6 W 0 Y 0
fring Gmall  Mail by Go.. fring Gmall  Mail by Go..,
b Z
b & 2 > 2
i
Quickoffice Google M.,  TaskSpy Quickoffice Google M.,  TaskSpy
) & = ) & =
Enter PIN Stopping CellSecure
\a 123
I | VI T T T T T T ITT 4

1.2.2 Disconnecting Device

In order to fully uninstalCellSecurgthe account must also be disconnected. Seetion 2.9or
details on how to disconnect the device.

1.3 Chaning Device
Sometimes, you might need to change the mobile device to a different one but maintain the same

account. In this case, follow the following steps:
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1. RemoveCellSecurérom original mobile device. S&ection 1.2.Dbn uninstalling Application
Client.

2. Disconnect device from account. Seection 2.®Dn disconnect device from account.

3. InstallCellSecurento new mobile device. Segection 1.Jon how toinstall CellSecurento
the new device.

4. If you were to change both your handset and number, please ref€etion 1.3

1.4 Transferring Account
Please follow these steps if you are changing your SIM and number amceovdinual access to
your data:

1. {a{ dah. fh['% ¥{ 9 &Bfar§odr new numberExample: User wants
to transfer hisdata from his old number (9230@345&7) to his new number (9230011111)
he will enterMOB 92300234567 123456His PIN is23456.There is no need to enter his
new number.
2. A new account will be created under your new username and all data will be transferred to it.

It is important to do this when you renew your subscription, as not doing so will create a new
account under younew number without transferring your data.

1.5 Renewing Subscription
You will be reminded prior tche end of a trial (first 1 day) or subscription (&ys) that you need to
renew your account.

This reminder willask you to reply with & to renew yaur subscription Answeringy will renew your
subscription aRs. 30 + tax per month

If you do not renew your subscription, you will not be able to access the features and functions of
CellSecure

2. USIN®&ellSecure

CellSecurallows you to

Lock your pone using another handset or from a web browser

Backup your data onto a remote server

Restore your data from the remote server to another handset

Wipe your phone and data using another handset or from a web browser
Track what SIM is currently using yoanllset.

a s wbdhpeE

In addition you can also view the data you have backed up on your account,

! Username is the phone number which you registered your account with
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This section will be run through the various functions/features including minor feature capabilities
that CellSecur@rovides.

2.1 Starting UiCellSecure

Login

Maobile Mao.: gz

PIM:

Forgot login info?

In order to ug CellSecurgplease proceed to the Home Page and enter the username and PIN into
the login box (above). This will lead you to y@eflSecur@account Web Portal.

The Login Usernameysur phone numbefREMEMBER: it starts with 9280

2.2 Locking Mobil®evice

Locking your device will disable all the functions of your handset. The handset is still able to receive

calls. Restarting the device will not unlock the handset.
There are 2 ways to lock your device

1. Using the Web Portal (See Section 2.2.1)
2. UsingRemote SMS commands (See Section 2.2.4)

2.2.1 To lock the handset usir@ellSecurdrom the Web Portal:

Should you want to lock your handset, you can do so by using the Device Lock Page on your
CellSecuraccount Web Portal

Lock my device

1— Lock message : i Edit in Urdu I Edit
L=~
(' ] This phone is locked. Please contact nearest Mobilink

Sales and Service center to return!

Your phone is

ock - I ankAlarm_]
UNLOCKED
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The main prts of the page are

1. Mobile Device Lock/Unlock Status 4. 'yt 201¢ .dzidiz2y
2. [ 201¢ odzitizy 5. Lock Message
3. a[ 201 FYyR !'fIN¥Yé¢ . dziB2¢g9RAG [201 aSaal 3S¢

al 18 &4dNB (KS LK2yS A& dzyt2018R 08 OKSOlAy3 a2oh

button. Within a few seconds, the mobile device will be locked and disabled. The Lock message will
be displayed on the phone.

Additionally, you might choose to lock it with an alarm by clicking on the appropriate button instead.
This will cause the mobile dee to emit a loud wailing sound.

2.2.2 To unlock the phone:

. dz

al 18 adNB (KS LK2yS Aa t2018R® /tA0] 2y GKS 4!yt

can unlock the handset by entering the PIN on your handset itself
Within a few seconds, the nibile device will be unlocked and usable.

2.2.3 To edit the lock message:

/I tA01 2y GKS GSRAGE 2NJ 0KS aSRAUG Ay | NRdz odzidz2y

Lock my device

essage (31 /90) Save Cancel |

[,. J Phone has been locked. I am edil

ur phone is

UNLOCKED Lock | | Lock & Alarm Unlock

OYGSNI GKS NBIdANBR GSEG oYFIE® cdhn OKIF NI OGSNEULVL D /
to the original message.

NOTEURDU LOCK MESSAGE WILL ONLY BE DISPLAYED ON THE MOBILE PHONE IF THE PHONE
SUPPORTS URDU/ARABIC FONT

2.2.4 Using Remote SMS commands to Lock:

You can also use another phone to send a SMS to lock your handset. You just havéeclSMS
<Username> <PINm® 5000710 initiate this lock. You can also enter a short message after the PIN.

CellSecure User Manual
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l« Text message 3 obilirkc
% ; '

: CellSecure
123(1 24 Abe O i =
L . Device Locked!
10 50007

Pls raturn

Lock 923001234567 123456
pls retum, \

2.3 Backing Up Your Data/Upload Your Media Files
With CellSecurgyou may backup the following data from your handset to a remote private server,
and access it for your own personal use:

Contacts

SMS

Calendar Appointments
Call Logs

HwnNPE

In addition you can also upload the following to the remote server

1. Photos
2. Videos

In order to use this feature, you need to have GPRS enabled on your phone. PleaseMohtkak
at 111if you need to set up GPRS on your phone.

2.3.1 Backing up Data usirgellSecurdrom Web Portal:

Go to Device Backup Page on y@etlSecuraccount Web Portal

CellSecure User Manual
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Backup data from device to web

Pleaze selact one or more categories to backup:
] “ Contacts
7
_1#¥ ‘ SMS
Last backup on £l : Calendar
25/9/2008 .
I
I 1:27 P F ‘ Call Logs

Backup My Data<]—————
|

( > Your pnivacy is very important to us! Only you can view your data, Read
More,..

Backup History 4

Hide Backup history

Time Status

Sep 25, 01:27PM A Badkup command was successflly issued and it succeeded.
Sep 25, 01:27PM A Backup command was successflly issued and it succeeded.
Sep 25, 01:27PM A Backup command was successfully issued and it succeeded,
Sep 25, 01:26 PM A Backup command was successfilly issued and it succeeded.

Sep 25, 01:26 PM A Backup command was successfully issued and it succeeded.
Page: 1of3]<123>

The main parts of the page are

Phone Back Up Status

Data Items Setgion

G. 1 O1dzLd a@ 5F0F¢ .dzliGzy
Backup History

PowbdpE

You can do a quick backup by selecting the relevant item you wish to backup and clicking the Backup
Button.

10
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2.3.2 Backing up Data usir@ellSecurdérom Handset:
You may also do a backup directly from your nehandset. In order to do this:

1. Go to theCellSecurapplication located on your device

2. Select Backup Data

3. Select the Data Items you wish to backup (ensure the data items have a tick by marking
them)

4. Click Options and Backup

5. Your data items are Backed Up!

®CellSecure

, Applications 03

M ™M

Gmail  Mail by Go...
> THAS

D0

Secure Phone

CellSecure

g Backup .’ Backup

«,

o [T

G

Contacts
165 new (33.86 KB)

SMS

Contacts
165 new (33.86 KB) J

SMS

9 new (2.26 KB)

3 KR

Calendar
0 new (0.00 KB)

Call logs
1 new (0.14 KB)

Calendar
0 new (0.00 KB)

Call logs

1 new (0.14 KB)
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Backup SMS
Auto backup 1 new (0.29 KB)

Mark/Unmark
Restore from web
Configure GPRS
Help

Backup in
progress...

Select

2.3.3 Setting up AuteBackup usingCellSecurdrom Handset:
For the user who wishes to automate his backup procedure:

Go to theCellSecurapplication located on youttevice

Select Backup Data

Select AuteBackup

Set AuteBackup to On

You can select the frequency of backup and the data items you wish to backup automatically

ARl A

12
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165 new (33.86 KB)

Backup

Auto backup
Mark/Unmark
Restore from web
Configure GPRS
Help

Select

< o Backup
tes

Auto Backup
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< & Backup

- Backup

Auto Backup

| on
e ———— e ————
—ty

Bac

Contacts Auto Backup :

I on

SMS Auto Backug
| on -;

Options Back!
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o

Auto Backup

un

Backup Frequency

Yeekly

Contacts Auto Backup
)1

I\

SMS Auto Backup

on
-

Options Back_

2.3.3 Uploading Media usin@GellSecurdrom Handset:

CellSecuraisers have the added option of uploading photos and videos to their own remote server.
Whenever a new photo or video is taken, tBellSecurevill prompt you to upload it. In addition,
users may manually upload the media files:

Go toCellSecurapplication located on your device

Select Upload Media

Select the Media Type (Photo or Video) you want to upload
Select the Specific Media File you want to upload

Ze e Media
S

3G g
Q Photos

?  Videos
B

DR NIY AR I

CellSecure

=P

Secure Phone

L

‘ Backup Data

Upload and Share

- Upload Media
o

14
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= « & Photos
= e Nat

> “ rHoOLOS :
5 - ¥

— 24092008
178 KB

v
- Ol

24092008
178 KB

24092008(001)
‘gj 180 KB

."" Screenshot0001
80 KB

Screenshot0002
84 KB

. Upload
Delete from phone
Exit

Options Back’

Select Cancel

2.4 Restoring Your Data
As aCellSecuraiser, you have the ability to remte data from your remote server to the phone that
currently hosts your SIM.

You may restore the following data items:

1. Contacts
2. SMS
3. Calendar Appointments

2.4.1 Restoring Data usingellSecurérom Web Portal:

Go to the Device Restore Page on yGetlSecre account Web Portal

15
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The main parts of the page are

Phone Restore Status

Data Items Selection

GwSai2NB b2gée .dzidzy
Restore History

Hpwbn e

Select the Data Item you wished restored and Click the Restore Now Button.

2.5 Wipe Data

CellSecurallows thewiping of all or selected data items from the mobile device.

2.5.1 Wiping out Data usingellSecurérom Web Portal

Enter the Device Wipe Page to access this function.
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